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I. Introduction 

With 4 billion people from the human 
population having access to the internet, over 
half of the human population is online. The 
constantly developing phenomena of  the 
internet and Information and 
Communications Technologies (ICTs) has 
opened new doors in communication, spread 
of knowledge, entrepreneurship and 
economic prosperity. The internet has 
opened a new sector in the worldwide 
economy called the “online/digital economy” 
opening doors for entrepreneurs and business 
to grow with online markets and constant 
transactions of products online. 
Additionally, the interconnected nature of 
international networks has made the transfer  Figure 1 Relative Frequency of global  
of knowledge more efficient, easy to access, news report 2005-2012   1

constantly available and has transformed demographics globally. This hasn’t only opened 
new doors for growth of global economies and education, but for highly skilled 
cybercriminals to trespass easily into other computers and other countries’ ICT systems, by 
identifying and attacking weak access spots and uploading programs like Trojan horses and 
viruses.  

As the internet advances, these highly skilled criminals advance with it as they find new 
gaps and exploit more tools, expanding the typology of cyber crimes into more evolved types 
like cyber terrorism and cyber warfare. Which makes it hard for governments to constantly 
evolve their law and legislations and catch up with the fast changing nature of technology. 
Cyber crime, or Computer oriented Crime can be defined as “Offences that are committed 
against individuals or groups of individuals with a criminal motive to intentionally harm the 
reputation of the victim or cause physical or mental harm, or loss, to the victim directly or 
indirectly, using modern telecommunication networks such as Internet (networks including 
but not limited to Chat rooms, emails, notice boards and groups) and mobile phones 
(Bluetooth/SMS/MMS).” “Cybercrime may now cost the world almost $600 billion”  or 2

“0.85 of global GDP” according to the Center for Strategic and International Studies (CSIS) 3

report. Cyber criminals do not only carry out cybercrime domestically but they have 
transcended their borders, opening a door of political complications and cyberwarfare. 

1 UNODC. Comprehensive Study on Cybercrime. United Nations, 2013, Comprehensive Study on Cybercrime. 
2 Gross, Grant. “The Cost of Cybercrime.” Internet Society, 23 Feb. 2018, 
www.internetsociety.org/blog/2018/02/the-cost-of-cybercrime/. 
3 Ibid. 
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Furthermore, as cybercrime passes borders, legislative bodies are unable to adapt to highly 
changing natures of cybercrimes, it is necessary to create coordination policies internationally 
to ensure synchronization of courts and governments in fighting transnational cybercrimes. 
This is to avoid problems that arise from determining which legislation should the crime fall 
under for purposes of a criminal prosecution creating jurisdictional issues. The absence of 
uniform laws has led to greater exploitation by criminals.  

II. Focused Overview of the Issue 

1. Rise of Cybercrime 

The great prevalence and rise of cybercrime throughout the years cannot be ignored. 
One of the first cyber crimes took place in 1989, where the first Ransomware attack was 
reported. The victim had to pay $189 only, to receive a repair tool. Nowadays, according to 
the Center for Strategic and International Studies (CSIS) report “cybercrime may now cost 
the world almost $600 billion, or 0.85 of global GDP.” The advancement and sophistication 
of technology ironically has enabled more cyber crime to occur the past decade as new weak 
access points and exploit tools are being discovered in newly developed software updates. 
New access points, anonymity, bitcoins and The Onion Router (Tor) these are cyber 
criminals’ favorite tools. Cybercriminals are taking advantage of the new advancements in 
technology, and are using encryption to lock their communications and make transactions 
anonymously using cryptocurrencies in the “dark web”. Encryption is the process used to 
protect users’ conversations from being leaked or hacked into, where messages are encoded in 
a method that only licensed parties can access them. Ironically, cyber criminals have found a 
way to encrypt their conversations so that no one else can access them. According to James 
Lewis, senior vice president at CSIS “Bitcoin has long been the favored currency for darknet 
marketplaces, with cybercriminals taking advantage of its pseudonymous nature and 
decentralized organization to conduct illicit transactions, demand payments from victims, and 
launder the proceeds from their crimes,” . With new services like Denial-of-service (DoS) 4

attack, spams, hacking, alongside the developments of exploit kits in the “dark web” and with 
state sponsorship, these criminals can be malicious. Some countries may support or carry out 
cybercrime for several reasons: financial gain, poor legislation of other countries, gaining 
knowledge. If a state is experiencing a fall in economy, cybercrime is an opportunity to 
illegally gain money from the “dark web” or commit online frauds.  

2. Typology of Cybercrime 

Cybercrime can be categorized in several ways, therefore the typology is not limited 
to certain categories. Cybercrime encompasses a broad number of criminal acts. Cybercrime 
can be categorized into five categories: offences against the confidentiality, integrity and 
availability of computer data and systems, computer related offences, content related 
offences, copyright related offences and combination.   5

There are many criminal acts that are considered “offences against the confidentiality, 
integrity and availability of computer data and system” but the most prevailing ones are 
illegal access, data interference and system interference. Illegal access also known as 

4 Hooijdonk, Richard van. “Cybercrime May Be the Biggest Global Threat of 2018.” Richard Van Hooijdonk, 
10 Apr. 2018, www.richardvanhooijdonk.com/en/blog/cybercrime-may-be-the-biggest-global-threat-of-2018/. 
5 ITU. Understanding Cybercrime: Phenomena, Challenges and Legal Response. ITU, 2014. 
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“hacking” which involves the illegal access into a computer or network without the 
permission of the legitimate owner. Data interference is the act of intentional and without 
right damaging, alteration, deleting or deterioration of computer data or introducing viruses. 
System interference is the act of intentional and without right hindering the function of a 
computer or computer system. “Content related offences” Digital child pornography is 6

regarded as one of the most physically damaging forms of cybercrime. “In one study, 100 
victims of child pornography were interviewed about the effects of their exploitation—at the 
time it occurred and in later years. Referring to when the abuse was taking place, victims 
described the physical pain (e.g., around the genitals), accompanying somatic symptoms 
(such as headaches, loss of appetite, and sleeplessness), and feelings of psychological distress 
(emotional isolation, anxiety, and fear).” This type displays content which visualises a child 7

(person under the age of 18) in any sexually explicit conduct which involves any form of 
sexual intercourse, masturbation, sadistic sexual abuse, exhibition of child genitalia etc.. 

 The high availability and embeddedness of mobiles, computers and internet in 
people's lives, has lead to the emerging of “content related offences” like cyber harassment, 
cyber bullying, cyber stalking. Cyber harassment is an online conduct which involves 
offensive or threatening behavior towards a person or group of people through online posts, 
emails, instant messages, posts on other’s profiles for other users to see. Cyber bullying is a 
form of  bullying which takes place online through the use of electronic devices and the 
internet to post or send derogatory texts to embarrass or harm a person. In some cases, certain 
groups post obscene comments towards governments and people with a certain race, religion, 
sexual, or political position as propaganda for certain ideas. Cyberstalking is the act of 
locating victims and contacting them, which allows the stalker to collect information about 
the victim and the stalker may sometimes create an intimacy or friendship with the victim to 
collect more information which may lead to kidnapping.  

In 1985, the Council of Europe appointed an expert committee in order to discuss the 
legal issues regarding computer–related crimes. Then computer fraud and forgery were 
defined in the Recommendation of 1989 as the following: 

1. “Computer fraud: The input, alteration, erasure or suppression of computer data or 
computer programs, or other interference with the course of data processing, that 
influences the result of data processing thereby causing economic or possessory loss 
of property of another person with the intent of procuring an unlawful gain for himself 
or for another person (alternative draft: with the intent to unlawfully deprive that 
person of his property).  

2. Computer forgery: The input, alteration, erasure or suppression of computer data or 
computer programs, or other interference with the course of data processing, in a 
manner or under such conditions, as prescribed by national law, that it would 
constitute the offence of forgery if it had been committed with respect to a traditional 
object of such an offence.” 

6 ITU. Understanding Cybercrime: Phenomena, Challenges and Legal Response. ITU, 2014. 
7 Wortley, Richard, and Stephen Smallbone. Child Pornography on the Internet. May 2006, 
www.ric-zai-inc.com/Publications/cops-p104-pub.pdf.  
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“Copyright related offences” are offences that violate exclusive rights that the 
copyright owner owns, like copying, taking their work, not giving them proper recognition. 
“Copyright related offences” can be recognized as three types of offences: piracy, theft and 
free booting. “Piracy” is the unauthorized (without permission) distribution or copying of 
someone's work. “Theft” is the unauthorized (without permission) gain from the owner’s 
exclusive copyrights. “Free booting” is the unauthorized copying of online media like videos 
or posts from social media. (Facebook, Instagram, Twitter etc..)  This type of copyright 
infringement is very common and is sometimes carried out unintentionally between youths. 
However, “Copyright related offences” are usually resolved by deleting, direct contact, taking 
down, warnings and in extreme cases in the civil court.  

3. Transnational Cybercrime impact on global economy 

Cybercrime is impacting global economy drastically as it costs up to 0.8% of global 
domestic product (GDP) or $600 billion a year. Cybercrimes threaten national and 
International security, as it imposes Economic threats like copyright infringement, loss of 
money, money laundering, tax evasion and lower business and consumer confidence which 
leads to a lower demand and supply of products. Transnational cybercrime imposes direct 
costs upon countries and their businesses including the losses from fraud, loss of business 
confidential data, the clean up expenses, the revenue losses from the security breach. It also 
imposes indirect costs like the cost of reputation damage, loss of Internet Protocol Address, 
cost of recovering the damage to the infrastructure and the loss of trust of the “digital 
economy”. The “digital economy” is the new sector of the economy that has opened up 
because of ICTs, opening doors to entrepreneurship, incomes, revenues and a global platform 
which people can interact easily. The growth of the digital economy has great impact on the 
whole economy, therefore the costs of transnational crimes impose harms upon the general 
health of the economy. Defense costs are the costs of the spam filters, antivirus programs, 
costs of law enforcement and costs of security measures. This also leads to loss of consumer 
confidence as the consumer loses trust in the business/cooperation/individual/country and 
decreases there consumption fearing they would deal with more cybercrime. Defense costs 
are the costs of the spam filters, antivirus programs, costs of law enforcement and costs of 
security measures. The newest hotspot for attacks have been on cryptocurrencies, through 
using “crypto jacking” where they hijack a user’s computer browsers and create 
cryptocurrencies. Cybercrime also threatens global security as child porn, child kidnapping, 
pedophiles, financial frauds and cyber terrorists are present. 

4. Process and Strategies of committing a cybercrime 

There are several strategies for committing such crimes like access point attacks, 
carelessness, access to confidential information, availability of personal information on social 
media, uploading programs like viruses, worms and Trojan horses.  

Cybercriminals identify access points through identifying weak spots in networks. 
Most computers and networks have weak spots, especially as new softwares launch, new 
weak spots are identified and attacked. The common weak spots that cyber criminals use to 
attack networks are: weak passwords, firewalls with holes, softwares installed that are not 
approved by the Information Systems department, unsecured hosts running services, outdated 
softwares. Additionally, many users are careless with confidential data and carry out careless 
acts which make confidential data easily available for criminals like saving their passwords 
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on their computers, writing down their passwords somewhere unsecured, using public 
computers and not logging off.  

The existence of confidential data about users, citizens, institutions, and governments 
on networks, gives incentive to criminals to commit cybercrimes to gain personal gain such as 
money or power. An abundance of confidential data is stored online by governmental 
organizations, financial institutions, and scientific databases, which become bait for 
cybercriminals to trespass firewalls, upload viruses to gain access to bank accounts, 
passwords and confidential data about people or governments.  

With one third of the human population having access to the internet, and being active 
on social media (Instagram, Facebook, Twitter, Snapchat). People often project too much 
personal information about themselves that could make them bait of cyberharrasment, identity 
theft, stalking and childpornagraphy. Cyber criminals collect lots of information about users 
from their online profiles and could contact them anonymously, making them their next 
victims. Usually social media subjects users to be victims of cyberbullying, cyberstalking, 
cyberharassment, online fraud and identity theft. 

The most obvious but dangerous way these criminals commit cyber crimes after they 
have picked a victim is through installing programs like viruses, Trojan horses, malwares, 
worms etc.. on computers, networks and softwares.  

III.  Involved Countries and Organizations 

Russia 

Russia is known to be a happy haven for hackers. There are thousands of highly 
skilled Russian hackers searching for ways to get money beyond their borders and looking for 
vulnerable security systems to hack. The Russian government has been suspected by many 
countries to be aware and unresponsive of the cybercrime committed by their citizens beyond 
their borders; however, greatly intolerable for any within their borders. For example, in 2012, 
a group of Russian men stole $4 million from several Russian banks. The Russian police 
arrested the suspects and caught them in no time and also released a video of one of the 
suspects crying loudly. On the other hand, in 2012 in Amsterdam a Russian man named 
Vladimir Drinkman, was arrested for committing a cybercrime. The US requested to hand 
over Vladimir to the jurisdiction of Amsterdam in which the crime was committed. However, 
the Russian government chose to delay the prosecution process and requested filling its own 
extradition request. The DIA believes that the Russian government chooses to act blind due to 
their engagement in cyber warfare beyond their borders. “Russian law enforcement and the 
FSB in particular have a very good idea of what is going on and they are monitoring it, but as 
long as the fraud is restricted to other parts of the world they don’t care,” said cybercrime 
expert Misha Glenny. Russia’s government has been suspected by many countries for holding 
many cyber attacks, especially cyber warfares. In the Defense Intelligence Agency’s  (DIA) 
book called “Russia Military Power” they discuss why the Russian government chooses to act 
blind about cyber criminals and help from foreign law enforcement agencies especially, when 
the US reached out to them in 2012. Additionally, the Russian government is believed  to 
direct their citizens into certain beliefs and create aggressive nationalism towards their 
country by influencing their population psychologically through propaganda. This also 
creates aggressiveness and hatred towards countries like the US, and more incentive to 
commit cyber crimes towards the US. Many cases have been held against Russia’s Security 
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Services and that it has launched Denial-of-service (DDoS) attacks on USA, Estonia, 
Azbergian, Georgia, South Ossetia and France. In April 2015, it was reported that an 
organized crime took place in the White House computer systems, where a group of Russian 
Hackers penetrated to access private information about President Obama’s schedule in the 
White House’s computers. First, the hackers attacked the State Department System and 
gained access of their email account. Then a phishing email was sent to the White House’s 
email asking for access, which the White house gave them. After investigation, the attack is 
believed to be held by hackers working for the Russian government since the intrusion is 
considered to be one of the most complex attacks held against the US government system as 
reported by the FBI, Secret Service and US intelligence agencies. 

China 

The runner-up against the USA for being the top cybercrime hotspots worldwide is 
China. China has been highly involved in cybercrime domestically, especially in financial 
fraud, which has been affecting their economy. China is one of the fastest growing countries 
in technological advancements, and they adapt them rapidly into their systems and 
government infrastructures. For example, one of their new goals is to create Smart Cities, 
Smart Vehicles, Smart Manufacturing. This has put their businesses into a huge threat and has 
made them a victim of their own advancement, as cybercriminals search for new access 
points to attack, creating cyber warfare within their own country. The US and China have 
been involved in many cyberattacks against each other, as an attempt to compete in being the 
most dominant in cyberspace, economically and politically worldwide. China labels the USA 
a threat, therefore they have launched many cyber attacks against them and play a large role 
in transnational cybercrime. Following their main goal and objective of gaining more 
economic and political power over the USA. As reported by Google, in 2010 an attack upon 
their cyber infrastructure was launched by a group of Chinese hackers. However, in May 
2014 the Justice department charged 5 Chinese government official of orchestrating cyber 
attacks against six major US companies. The Chinese foreign minister responded by calling 
these claims “made up” and added Qin Gang the Chinese twenty-second spokesperson 
making such accusations would “damage Sino-American cooperation and mutual trust,” and 
that “China is a staunch defender of network security, and the Chinese government, military 
and associated personnel have never engaged in online theft of trade secrets.”  Like the USA, 8

China has been contradicting its promises to fight cybercrime and is considered the runner up 
for having the highest percentage of world wide cybercrime after the USA. 

Interpol 

Interpol is an international organization that facilitates international police cooperation 
that was founded in September 7, 1923, Vienna, Austria. It has recognized the growing 
phenomena of cybercrime and has took action by bringing police and ITC technology 
together through digital forensics, innovation and research towards cybercrime trends, cyber 
intelligence and analysis, operational and investigative support, capacity building and The 
Nation Cyber Review (NCR). The NCR is a programme launched by Interpol, where a 
member country from the 190 members may request a review of their legal and technical 
frameworks, for improvements and development of better laws and legislations. With their 
collaboration with Europol in July 2019, they release an anti-ransomware cross industry 

8 Calabresi, Massimo. “US Charges Chinese Government Officials With Cyber Crimes.” Time, Time, 19 May 2014. 
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initiative called “No more Ransom”  to help ransomware victims to deal with the problem 9

without transferring any payments. Since the launch of the No More Ransom platform in July 
2016, more than 1.4 million people have visited the website, which continues to expand and 
improve its offerings. They also held the first DarkNet and Cryptocurrencies Working Group 
and signed a cooperation agreement against cybercrime with Banco do Brasil S/A. 
Additionally, the Chinese President Xi Jinping opened an INTERPOL General Assembly in 
Beijing. 

IV.  Key Vocabulary 

Ransomware: a form of malicious software (or malware) that, once it's taken over your 
computer, threatens you with harm, usually by denying you access to your data. The attacker 
demands a ransom from the victim, promising — not always truthfully — to restore access to 
the data upon payment.  10

Malware: “Malware” is short for “malicious software” - computer programs designed to 
infiltrate and damage computers without the users consent. “Malware” is the general term 
covering all the different types of threats to your computer safety such as viruses, spyware, 
worms, trojans, rootkits and so on.  11

Dark web: the part of the World Wide Web that is only accessible by means of special 
software, allowing users and website operators to remain anonymous or untraceable. 

Bitcoin: it is a digital currency that offers the promise of lower transaction fees than 
traditional online payment mechanisms and is operated by a decentralized authority, unlike 
government-issued currencies.  12

Cyber Warfare: any virtual conflict initiated as a politically motivated attack on an enemy's 
computer and information systems. Waged via the Internet, these attacks disable financial and 
organizational systems by stealing or altering classified data to undermine networks, websites 
and services.  13

Cyberterrorism: shutdown due to attacks on critical national infrastructures or intimidation of 
civilians or governmental  

employees, with the use of computer networks and technologies  14

9 Ashford, Warwick. “Europol and Interpol Reaffirm Fight against Cyber Crime.” ComputerWeekly.com, 
ComputerWeekly.com, 2 Oct. 2017, 
www.computerweekly.com/news/450427305/Europol-and-Interpol-reaffirm-fight-against-cyber-crime. 
10 Fruhlinger, Josh. “What Is Ransomware? How It Works and How to Remove It.” CSO Online , CSO, 13 Nov. 2017, 
www.csoonline.com/article/3236183/ransomware/what-is-ransomware-how-it-works-and-how-to-remove-it.html. 
11 “A Definition of Malware.” BullGuard, 
www.bullguard.com/bullguard-security-center/pc-security/computer-threats/malware-definition,-history-and-classification.as
px.  
12 Radcliffe, Brent. “Bitcoin Cash.” Investopedia, Investopedia, 5 Aug. 2018, 
www.investopedia.com/terms/b/bitcoin-cash.asp.  
13 “What Is Cyberwarfare (Cyber War)? - Definition from Techopedia.” Techopedia.com, 
www.techopedia.com/definition/13600/cyberwarfare.  
14 Al mazari, Ali et. al. “Cyber terrorism taxonomies: Definition, targets, patterns and mitigation strategies.” Research Gate. 
European Conference on Information Warfare and Security (ECIWS), Jan. 2015. 
https://www.researchgate.net/publication/282985438_Cyber_terrorism_taxonomies_Definition_targets_patterns_and_mitigat
ion_strategies 

7 of 12 

https://www.csoonline.com/article/3295877/malware/what-is-malware-viruses-worms-trojans-and-beyond.html
https://www.bullguard.com/bullguard-security-center/security-articles/how-does-a-virus-work.aspx
https://www.bullguard.com/bullguard-security-center/antispyware---protecting-your-privacy.aspx
https://www.bullguard.com/bullguard-security-center/security-articles/what-is-a-worm.aspx
https://www.bullguard.com/bullguard-security-center/security-articles/what-is-a-trojan-horse.aspx
https://www.bullguard.com/bullguard-security-center/security-articles/what-is-a-rootkit.aspx
http://www.computerweekly.com/news/450427305/Europol-and-Interpol-reaffirm-fight-against-cyber-crime
http://www.csoonline.com/article/3236183/ransomware/what-is-ransomware-how-it-works-and-how-to-remove-it.html
http://www.bullguard.com/bullguard-security-center/pc-security/computer-threats/malware-definition,-history-and-classification.aspx
http://www.bullguard.com/bullguard-security-center/pc-security/computer-threats/malware-definition,-history-and-classification.aspx
http://www.investopedia.com/terms/b/bitcoin-cash.asp
http://www.techopedia.com/definition/13600/cyberwarfare
https://www.researchgate.net/publication/282985438_Cyber_terrorism_taxonomies_Definition_targets_patterns_and_mitigation_strategies
https://www.researchgate.net/publication/282985438_Cyber_terrorism_taxonomies_Definition_targets_patterns_and_mitigation_strategies


 
 

V. Important Events & Chronology 

 

Date 
(Day/Month/Year) Event 

1990 

Electronic Frontier Foundation was formed as a response to 
threats on civil liberties that can occur from cybercrime 
investigation. This international nonprofit organization funds for 
purposes of protecting civil rights from cybercrime infringement 
of rights, it monitors and challenged legislations that suppress 
cyber personal liberties. 

8/11/ 2001 

Convention on Cybercrime Treaty was adopted and it was the 
first international treaty for this cause, which aimed to seek 
improving domestic criminal substantive laws, investigative 
techniques to combat cybercrime. 

17/1/2011 
UNODC's open-ended intergovernmental expert group was 
formed and their first session was held. 

 

VI. Past Resolutions and Treaties 

A/RES/64/211 (2009) Creation of a global culture of cybersecurity and taking stock of 
national efforts to protect critical information infrastructures 

One of the early attempts to raise awareness about cyber security and cybercrimes. All 
solutions are simple, and work to generally protect computers and instal simple virus 
protection programmes but works towards providing a number of solutions that are diverse. 
Therefore it simplifies the issue and does not put into consideration future advancement in 
technology and the consequences brings along. It was adopted by the General Assembly, the 
second committee. 

A/RES/56/121 (2002) Combating the criminal misuse of information technologies 

One of the early attempts to raise awareness about cyber security and cybercrimes. 
Has only 3 Clauses, and does not provide actual useful solutions. The resolution was 
conducted during the early rise of technology, therefore it does not understand complexities 
of ITs or cybercrime. Therefore, it urges countries to deal with criminal misuse of information 
technologies domestically by creating national laws and policies and to follow the 
Commission on Crime Prevention actions. It was adopted by the General Assembly, the third 
committee.  

Convention on Cybercrime Treaty (2001) 

Adopted by the Committee of Ministers of the Council of Europe at its 109th Session 
on 8 November 2001. It was the first step towards international cooperation to combat 
cybercrime. Since it was the first international treaty for this cause, which aimed to seek 
improving domestic criminal substantive laws, investigative techniques, etc.. However, many 

8 of 12 

http://www.un.org/en/ga/search/view_doc.asp?symbol=A/RES/64/211
http://www.un.org/en/ga/search/view_doc.asp?symbol=A/RES/64/211
https://www.itu.int/ITU-D/cyb/cybersecurity/docs/UN_resolution_56_121.pdf
http://www.europarl.europa.eu/meetdocs/2014_2019/documents/libe/dv/7_conv_budapest_/7_conv_budapest_en.pdf


 
 

countries like Russia, China, India, Brazil did not sign this treaty even though all of  the 
following countries are the leading hotspots of cybercrime worldwide, which proves that the 
treaty was unconvincing and had no actual power. The USA signed this treaty, yet continued 
to be the top hotspot of cybercrime worldwide. Which again shows the ineffectiveness of 
implementation and weakness of the consequences of this treaty and the low power it has on 
countries. Additionally, the treaty was not updated after 2006 and hasn't been adapted to the 
highly sophisticated changes ITCs have experienced since.  

VII. Failed Solution Attempts 

There has been low cooperation on the international level to combat the issue or 
cooperate to create international laws and consequences for certain cybercrimes, giving more 
incentive to cybercriminals to commit crimes transnationally. Since they could originate from 
developing countries that have weak or no legislation and laws against cybercrimes, giving 
them a higher incentive to commit cybercrimes. Which creates an area of confusion regarding 
which countries’ laws should the criminals be charged against. Additionally, The Convention 
of Cybercrime treaty has not been modified to the new changes that technology has 
experienced, and many countries did not sign the treaty due to its ”breach of sovereignty” and 
some of the countries that have signed the treaty highly engage in cyber crimes like the USA. 
Additionally, developing countries may face low cyber security awareness, making them 
vulnerable to cybercrime as they have weak law enforcement, many developing countries do 
not implement any consequences for those who commit cybercrimes and have not updates 
their legislative systems, which has lead to a high number of cybercrimes. 

VIII. Guiding Questions 

● Has there been any cases against my country for committing cyber crimes 
internationally? 

● Does my country have laws and legislation against those who commit cybercrimes? 
● How effective is my country in implementing its laws ? 
● Has my country been involved in raising awareness for cybercrimes and does it 

promote cybersecurity?  
● Is my country a developing or developed country? If developing, does it have high 

social inequality, economic challenges, a more youthful population or poor 
law/legislation?  

● If my country carries out cybercrime domestically, what are the most prominent types 
of cyber crimes commited?  

● To what extent does cybercrime affect my country on an economic, social and 
political level? 

● Has there been high activity on the “dark web” in my country? Use of Bitcoins? 
● Has your government announced its official stance towards cybercrime? 

IX. Possible Solutions 

Cyber Crime continues to expand as technology advances. New viruses and malicious 
tools are created everyday which increases the vulnerability of computers, mobiles and 
systems worldwide. Therefore, governments must have active partnerships with private ISPs, 
Internet security organisations and online financial services to aid technological development. 
This will enable the identification of new cybercrime features that are being discovered and 
this will  help governments stay updated and implement new protection upon their systems. 
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Therefore, this should encourage the governments to protect their systems and their citizens 
systems against new advancements in cyber crime tools. The government should also make 
sure law enforcement stays updated with the updates in technology and advancements in 
cyber crime.  

X. Useful Links 

UNODC Guidance Notes on Cybercrime 

https://www.unodc.org/documents/organized-crime/Guidance_Note_on_Cybercrime_5_Janua
ry_2010.pdf 

It discusses the basics of cybercrime simply and explains the types of cybercrime and how the 
UNODC has been involved to combat each type and refers to specific articles. It discusses all 
the aspects of cybercrime domestically, regionally and internationally. 

Cybercrime by the UNODC 

https://www.unodc.org/documents/data-and-analysis/tocta/10.Cybercrime.pdf 

Displays, deeply discusses and analyses statistics related to cybercrime like the most involved 
countries, the most prominent types of cyber crimes (child pornography, phishing, hacking) in 
different regions and the likeliness certain factors can add to the percentage of the types of 
certain cybercrimes. 

Understanding Cybercrime: Phenomena, Challenges and Legal Response by ITU 

http://www.itu.int/ITU-D/cyb/cybersecurity/docs/Cybercrime%20legislation%20EV6.pdf\ 

Discusses in detail all aspects of cybercrime and cybersecurity and all factors involves and the 
legal measures taken including treaties, resolutions, articles and laws. 
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