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I. Introduction 

The issue at hand questions the methods of collaboration between the public sector, otherwise 
known as the government, and the private sector. The public sector is “portion of the economy 
composed of all levels of government and government-controlled enterprises. It does not include 
private companies, voluntary organizations, and households” , while the private sector is “the part of 1

the economy which is not controlled or owned by the government” . The main question to ponder 2

upon is should the government be allowed to access public information held by the private sector? 
The issue at hand must be dealt with in a method that allows countries to maintain their sovereignty 
and to not infringe upon it, as every country must dictate the rules of their function and the methods 
in which the private sector can operate. One of the key factors of the issue at hand is the maintenance 
of sovereignty in each member state. A point regularly mentioned in the support of the collaboration 
between the public and the private sector is that it may help foster an environment of increased 
national security as well as the improvement of the socio-economic issues in the country.  

One of the reasons that the government may turn to the private sector is due to the advanced 
research and innovation that is pursued by the private sector. Due to the fact that companies and 
corporations in the private sector are more specialized in their field, they may have increased 
knowledge on a subject matter that may aid in the improvement of a country’s national security. 
However, when a private sector institution collaborates with the government, they are usually 
contracted to do so. So the question at hand remains, should the government be given the right to 
access personal and private information of the consumers of the private sector? There are many 
perspectives at hand. Some may believe that the sharing of information in the private sector with the 
public sector may make the government more efficient, as it may provide them with the information 
that may increase national security, such as criminal activity. While others believe that it may be an 
infringement of the right to privacy, especially of one’s digital rights, and furthermore, that it may 
violate the Declaration of Human Rights, which is supposed to be up held by all members of the UN.  

II. Overview of the Issue 

Many governments around the globe have always demanded that companies operating in the 
private sector of their country collaborate with them and provide them with access to information that 
may correlate with criminal investigations and/or national security issues.  Some of the time, many 
institutions in the private sector avoid government involvement due to the fact that they seek to 
protect their customers and choose their customers over the state. At times, companies can be 

1 Wegrich, Kai. “Public Sector.” Encyclopædia Britannica, Encyclopædia Britannica, Inc., 24 Mar. 
2014, www.britannica.com/topic/public-sector. Accessed 25 June 2018. 
2 “Private Sector.” Merriam-Webster, Merriam-Webster, 
www.merriam-webster.com/dictionary/private%20sector. Accessed 25 June 2018. 
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pressured due to legal matters to cooperate with the government, however, some believe that the 
private sector and the public sector should be separated.  

This issue also comes in to play in economics. Free economies are those that maintain little or 
no government intervention while a command economy is one in which the whole market system is 
determined by the government. In relation to the issue in question, with some economies being 
mixed, the intermingling of the private sector and the public sector occurs and results in the sharing 
of data, which to some citizens, may seem as though it is a violation of privacy. An issue that faces 
the question at hand is the role of the individuals. People who are consumers of private sector 
institutions like social media platforms such as Facebook may not want their information to be shared 
with the public sector, or they may seek to evade being investigated into.  

III.  Involved Countries and Organizations 

1) USA  

In the USA, collaboration between the private sector and the public sector as a common sector 
is one of the reasons that the government operates in the manner that it does, and is one of the reasons 
that the USA is a developed country. In 2011 alone, the government of the USA “issued over 1.3 
million demands to mobile carriers,. . . covering information ranging from basic subscriber 
identifying data to call detail records to call site location information to call content” . Furthermore, 3

in the USA, special court orders require many telecommunications services to disclose information to 
the National Security Agency (NSA) on a daily occurrence in order to prevent the occurrences of 
criminal activity, terrorism, or any activity that would serve as a threat to the nation’s national 
security. 

An issue that arose between the public sector and the private sector specific to the USA was 
one following the San Bernardino Attack in December 2015. After the attack, the suspect’s Apple 
iPhone was found. Investigators tried to access the information of the phone, however, when they 
were not successful, the FBI asked Apple for help, but Apple declined due to the fact that it did not 
want to undermine the security of one of their products. At the end, the FBI called upon a mandate 
called the All Writs Act that forced Apple to cooperate with the investigation.  

2) UK 

In October 2016, the parliament of the United Kingdom began to progress the digital economy 
bill which deals with the sharing of personal information with the government without specified 
safeguards. The act has progressed from the House of Commons to the House of Lords and at the 
moment is being considered for amendments. However, one of the fears that followed the emergence 
of this bill was the idea of the government sharing personal data and the way in which it would 
impact the individual. Many British people believe that their privacy would be infringed upon if the 
private sector was forced to share information with the public sector. With the UK having a mixed 

3 Rubinstein, et al. “Systematic Government Access to Personal Data: a Comparative Analysis † | 
International Data Privacy Law | Oxford Academic.” OUP Academic, Oxford University Press, 1 
May 2014, academic.oup.com/idpl/article/4/2/96/734798. Accessed 25 June 2018. 
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economy, both the private sector and the public sector follow UK regulations which are further based 
on EU directives, for now.  

IV.  Key Vocabulary 

Public Sector: The “portion of the economy composed of all levels of government and 
government-controlled enterprises. It does not include private companies, voluntary organizations, 
and households.”  4

Private Sector: “The part of the economy which is not controlled or owned by the government”  5

Digital Rights: Having the right and freedom to use all types of digital technology while using the 
technology in an acceptable and appropriate manner.  6

Infringement: “a breach or infraction, as of a law, right, or obligation; violation; transgression”  7

Right to Privacy: “The concept that one's personal information is protected from public scrutiny”  and 8

any other exposure.  

Freedom of Information: “Freedom of Information (FOI) can be defined as the right to access 
information held by public bodies.”  9

 

V. Past Resolutions and Treaties 

● A/RES/64/212 A resolution passed by the UN General Assembly on 21 December 2009 that 
discusses “Science and technology for development”. The resolution seeks to enhance 
methods of technology for the development of human resources, technology, agriculture, 
national security and other facets and aims to do so by encouraging cooperation between the 
private and public sectors of nations with its respective government.  

4 Wegrich, Kai. “Public Sector.” Encyclopædia Britannica, Encyclopædia Britannica, Inc., 24 Mar. 
2014, www.britannica.com/topic/public-sector. Accessed 25 June 2018. 
5 “Private Sector.” Merriam-Webster, Merriam-Webster, 
www.merriam-webster.com/dictionary/private%20sector. Accessed 25 June 2018. 
6 Hutt, Rosamond. “What Are Your Digital Rights?” World Economic Forum, World Economic 
Forum, www.weforum.org/agenda/2015/11/what-are-your-digital-rights-explainer/. Accessed 25 June 
2018. 
7 “Infringement.” Dictionary.com, Dictionary.com, www.dictionary.com/browse/infringement. 
Accessed 25 June 2018. 
8 Sharp, Tim. “Right to Privacy: Constitutional Rights & Privacy Laws.” LiveScience, Purch, 12 June 
2013, www.livescience.com/37398-right-to-privacy.html. Accessed 3 July 2018 
9 “Freedom of Information.” United Nations Educational, Scientific and Cultural Organization, 
United Nations , 
www.unesco.org/new/en/communication-and-information/freedom-of-expression/freedom-of-inform
ation/. Accessed 25 June 2018. 
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● A/RES/66/211 A resolution passed by the UN General Assembly on 22 December 2011 that 
discusses “Science and technology for development”. The resolution seeks to enhance 
methods of technology for the development of human resources, technology, agriculture, 
national security and other facets and aims to do so by encouraging cooperation between the 
private and public sectors of nations with its respective government. The resolution also 
builds upon A/RES/64/212 as both discuss the same issue of “Science and technology for 
development”. 

● A/RES/68/220 A resolution passed by the UN General Assembly on 20 December 2013 
discusses “Science, technology and innovation for development”. The resolution encourages 
the engagement of the private sector in order to reaffirm the role of Governments in order to 
foster development of the country as a whole in all sectors, as well as national security. The 
UN GA states that the resolution was passed without a vote.  

 

VI. Failed Solution Attempts 

Many past UN resolutions have encouraged and have attempted to foster a healthy 
relationship between the private and public sectors of a country and its government; however, no 
resolution has successfully done so. While many have tried to solve the problem, a key factor comes 
in the idea of infringement on one’s right to privacy and the unwillingness of private sector 
companies to collaborate with the government, especially in developing and underdeveloped 
countries (LEDCs) where the government may be corrupt.  

 

VII. Guiding Questions 

● What is your country’s current position on the sharing of information between the private and 
the public sector? 

● Should countries be allowed to access public information in the private sector?  
● When civilians share public information with a private institution, do the private institution 

have the right to spread or share the information? 
● How can restricting the government's ability to access public information in the private sector 

impact national security?  
● Why should the government be allowed to access public information in the private sector held 

by private companies? 
● Under what circumstances should the government be allowed to access public information in 

the private sector held by private companies? 
● Should a framework be set in place for all private institutions in order to allow them to 

function with the government? How will the framework impact the privacy of the people? 
● How can collaboration between the private and public sectors with the government foster 

development? How can it hinder development?  
● Does the collaboration between the private sector and government impact countries in varying 

manners if they are a less economically developed country (LEDC) or a more economically 
developed country (MEDC)? 
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● How can allowing governments access to information in the private sector, especially that of 
civilians, lead to an environment of violence and foster negative conditions? How can it 
impact the civilians directly?  

● What are the societal impacts of allowing governments to gain access to public information in 
the private sector? 

● How has your country dealt with issues regarding the question at hand in the past? Were any 
dealings successful? How can the dealings of your country be generalized to advance all 
countries? 

 

VIII. Possible Solutions 

The question at hand could be approached in a number of manners; however, it is important to 
respect the privacy of civilians in the private sector as well as institutions in the private sector’s 
independence from government affiliation and their rights as an independent entity. As independent 
entities, it is important not to infringe upon the rights of these private institutions or upon the rights of 
their consumers and their right to privacy. However, the aforementioned is all dependent on a 
country’s policy towards the question at hand. Furthermore, it is important to also allow the sovereign 
state to be able to rule their country and maintain their sovereignty.  

A solution to the issue at hand could be to propose a framework in which the private sector 
and the public sector can collaborate accordingly in order to improve upon the socio-economic status 
and issues in the said country. While the framework may help foster a healthy relationship between 
the private and the public sector, it is important to recognize that the private and public sector 
maintain the right to refuse collaboration, however, this varies depending on the country of operation 
in which these dealings would operate.  

Another solution to the issue must deal with international cooperations like Facebook and the 
way in which they operate. One of the reasons that multinational corporations like Facebook do not 
collaborate with independent governments is due to the complications that follow suit. If a 
multinational corporation were to collaborate with one nation, many complications regarding national 
security would result with the other nations that the multinational corporation is an entity of. A 
solution must deal with the ways in which multinational and international corporations in the private 
sector can collaborate with the public sector.  

IX. Useful Links 

● “Universal Declaration of Human Rights.” United Nations, United Nations,  

www.un.org/en/universal-declaration-human-rights/.  Accessed 25 June 2018.  

The Declaration of Human Rights is important to the question at hand as it is imperative to 
form resolutions that do not infringe upon the rights of any human being. As stated in Article 19, 
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everyone has the right to “freedom of opinion and expression”  through any method, including 10

through the private sector in platforms such as social media like Facebook, Instagram, Snapchat, etc.. 

● Hutt, Rosamond. “What Are Your Digital Rights?” World Economic Forum, World Economic 

Forum, www.weforum.org/agenda/2015/11/what-are-your-digital-rights-explainer/.  Accessed 

25 June 2018. 

The World Economic Forum provides a comprehensive summary on what digital rights truly 
are and the troubles being faced by the private sector users in digital platforms. One of the key factors 
in the issue at hand is the problem of infringement. It is important in all cases to not infringe upon the 
rights of the public sector (the government), institutions in the private sector, as well as, private 
individuals and their information. Digital rights are “really extensions of the equal and inalienable 
rights laid out in the United Nations Universal Declaration of Human Rights”  as previously 11

mentioned in the link above. It is important when drafting resolutions to not impose on the rights of 
any parties and to respect and uphold the Declaration of Human Rights.  

 
● Staff, Investopedia. “Private Sector.” Investopedia, Investopedia, 25 Apr. 2018, 

www.investopedia.com/terms/p/private-sector.asp.  Accessed 25 June 2018. 

This link is very useful as it clearly defines the differences between the private and public sector. The 
public sector is state-owned; it is the government. The private sector is owned by individuals or 
companies independent of the government as a whole.  
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