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I. Introduction 
Humanity has always perceived national power and warfare as something physical, 

limited to actual conflicts between nations, developing from the most primitive rocks and spears 
to the latest technological machines. This perception would have been true until a couple of 
decades ago, when the Internet and cyber technology entered the reality of this world. Countries 
may have been dedicating a lot of their national treasury to military developments and 
reinforcements for decades, but the real threat nowadays is not from an army with a strong 
airforce or infantry - it’s more technical and complicated; it’s from a computer with a simple 
Internet connection. The numbers have shown that cyber warfare is becoming a real issue and 
some countries have prioritized cyber threats as being the biggest national threat, before terrorist 
attacks and weapons of mass destruction.  Due to the arising problem being an obstacle for the 1

development and safety of many, specific precautions and effective measures should be found 
and agreed upon by the General Assembly to reduce the risk of cyber warfare.  

II. Involved Countries and Organizations 

United States 

In recent years, the United States’ Defense and National Security organs have been 
working towards enhancing the US role in cyberspace. In 2009, the US Cyber Command or 
“CYBERCOM” was founded as a Subordinate Unified Combatant Command of US Strategic 
Command. It makes use of the US National Security Agency’s networks and since it’s inception, 
and it has been headed by the Director of the National Security Agency.  In 2010, the United 2

States enhanced their ability to counter cyber warfare by bringing the cyber capabilities of the 
US Army, Air Force, Marines and Navy under the US CYBERCOM. The Pentagon, the 
headquarters of the US Department of Defense, has previously announced that it will up its staff 
from 1,800 to 6,000 personnel in 2016, expanding the department’s cyber capacity.  This 3

increased cyber capacities have allowed the United States to further strengthen its cyber warfare 
tactics and programs in order to combat the growing threat of cyber warfare in this quickly 
adapting world.  

1Bremmer, Ian. "These 5 Facts Explain the Threat of Cyber Warfare." Cyber Crime Like the OPM Hack Is a Major 
Threat to the U.S. Time.com, 19 June 2015. Web. 22 Aug. 2017. 
<http://time.com/3928086/these-5-facts-explain-the-threat-of-cyber-warfare/ >. 
2“U.S. Cyber Command (USCYBERCOM).” U.S. Strategic Command, 30 Sept. 2016, 
www.stratcom.mil/Media/Factsheets/Factsheet-View/Article/960492/us-cyber-command-uscybercom/. 
3 Breene, Keithe. “Who Are the Cyberwar Superpowers?” World Economic Forum, World Economic Forum, 4 May 
2016, www.weforum.org/agenda/2016/05/who-are-the-cyberwar-superpowers/.  
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Figure 1 : United States Department of Defense Cyber Security unit 4

Russia 

Russia has had a long history of cyber attacks in the past decade. The first occurrence of a 
cyber attack by Russia was in 2007 during a conflict with Estonia, one of its former colonies. 
Government agencies as well as businesses were affected in Estonia, as they suffered from a 
distributed denial of service (DDoS). This is the event in which there is an attempt to make a 
service unavailable online by creating traffic for this service from various sources. Later, in 
2008, a cyber attack was launched (originating from Russia) against Georgian government 
websites. This attack occurred the same day that Russian army units crossed the Russo-Georgian 
border.  A report by the US Cyber Consequences unit states that the point of this cyber attack 5

”was to support the Russian invasion of Georgia, and the cyber attacks fit neatly into the 
invasion plan”.  6

Rocket Kitten 

Since 2014, this group has been associated with several attacks. It is believed by many 
that this group is linked to the Iranian Revolutionary Guard,  a branch of Iran’s armed forces 7

4 Bankers, Hang The. “Cyber Warfare: Russia & China vs United States.” Hang The Bankers, Hang The Bankers, 1 
Sept. 2015, www.hangthebankers.com/cyber-warfare-russia-china-vs-united-states/.  
5Batashvili, David. “[Opinion] Russia's Cyber War: Past, Present, and Future.” EUobserver, EUobserver, 15 Feb. 
2017, www.euobserver.com/opinion/136909.  
6 Ibid.  
7Breene, Keithe. “Who Are the Cyberwar Superpowers?” World Economic Forum, World Economic Forum, 4 May 
2016, www.weforum.org/agenda/2016/05/who-are-the-cyberwar-superpowers/.  
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founded after the Iranian revolution in 1979. The group is said to have been active since 2011 
with their main targets being within the Middle East.  8

III. Focused Overview of the Issue 
 

There have always been cyber incidents in which the hacking of a system occurs for 
purposes of piracy and the acquisition of certain information and resources. However, cyber 
‘warfare’ as a concept was not of great importance till recent years due to several reasons. First 
of all, cyber attacks are affecting a much more crucial platform now: national information and 
governmental resources. Governments have been hacked for years now, and some countries have 
enormous numbers of hacking incidents within the government itself. The US government, for 
example, suffered from 61,000 cyber security breaches in 2015, causing the records of 14 million 
employees to be exposed to the wrong people. Businesses are also threatened by such attacks, 
ranging from small banks to mega retailers; cyber attacks happen at all levels. In the USA, for 
example, over 3,000 companies were notified by the FBI that they were victims of cyber security 
breaches  Furthermore, there are different types of cyber attacks, different targets, and different 9

attack vectors, making the issue more complicated and varied. 

   This 
Figure shows that the average number of monthly cyber attacks across the past three years has 

increased, reinforcing the argument of this being an arising issue that’s becoming worse  10

 
  

8Paganinis, Pierluigi. “New Insight on the Rocket Kitten Iranian Hacking Crew.” Security Affairs, Security Affairs 
by Pierluigi Paganini , 10 Nov. 2015, 
www.securityaffairs.co/wordpress/41865/cyber-crime/rocket-kitten-report.html  

9 Bremmer, Ian. "These 5 Facts Explain the Threat of Cyber Warfare." Cyber Crime Like the OPM Hack Is a Major Threat to the U.S. Time.com, 
19 June 2015. Web. 22 Aug. 2017. <http://time.com/3928086/these-5-facts-explain-the-threat-of-cyber-warfare/>. 
 
10 Hackmageddon.com. "Monthly Attacks (2016 vs 2015 vs 2014)." 2016 Cyber Attacks Statistics. N.p., n.d. Web. 22 Aug. 2017. 
<http://www.hackmageddon.com/2017/01/19/2016-cyber-attacks-statistics/>. 
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1) Motivations Behind Cyber Attacks 

People might think that cyber attacks are more or less the same, and are all meant to hack 
accounts or get some unreachable data, but this is not the case in the real world. Research and statistics 
have proven that people/ organizations who execute cyber attacks have varied reasons to do so, and the 
motivations include: cyber crime, hacktivism, cyber espionage, cyber sabotage (cyber terrorism), and 
cyber crime (cyber warfare is a general word that any of the past terms can refer to). Each of these has its 
own meaning; where hacktivism means, “a social or political activist plan that is carried out by breaking 
into and wreaking havoc on a secure computer system,” usually targeting religious groups, terrorists, and 
drug dealers.  According to Colorado Technical University, cyber espionage is, “the strategy of breaking 11

into computer systems and networks in order to extract sensitive governmental or corporate information. 
As with other forms of espionage, the goal is to better understand rival countries.”  Cyber sabotage is 12

simply destructive hacking that individuals/organizations do in order to disrupt economic activity and 
websites from operating, usually for political/economic purposes, and there are some cases where terrorist 
organizations do this using the social media on the Internet to fundraise, recruit, and propagandise. Cyber 
crime, on the other hand, is simply when criminals use cyberspace to penetrate computer networks 
seeking economic gains. As Colorado Tech’s report points out, these actions aren’t simple ones executed 
by individuals anymore, instead, they are carried out by “organized criminal enterprises”.  These are all 13

different cyber attacks that people execute for different purposes, demonstrating how the issue is a world 
of its own.  

 

This is a comparison between the different cyber attacks that differ in the motivations behind 
them discussed above in 2015 and 2016, showing that cybercrime and warfare have increased greatly   14

11 Fontinelle, Amy. "Hacktivism." Investopedia. N.p., 13 Mar. 2017. Web. 22 Aug. 2017. <http://www.investopedia.com/terms/h/hacktivism.asp 
>. 
12 Morag, Nadav. "Cybercrime White Paper." CYBERCRIME, CYBERESPIONAGE, AND CYBERSABOTAGE: UNDERSTANDING EMERGING 
THREATS. Colorado Tech, Oct. 2014. Web. 22 Aug. 2017. 
<http://www.coloradotech.edu/~/media/CTU/Files/ThoughtLeadership/cybercrime-white-paper.ashx >. 
 
13 Ibid. 
14 "Motivations Behind Attacks: 2015 vs 2016." HACKMAGEDDON. N.p., n.d. Web. 22 Aug. 2017.  
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2) How It Happens 

 

This figure shows the different victims of cyber attacks in May this year, where industries are the most 
targeted, followed by single individuals.   15

No individual or corporation should feel completely safe and invulnerable against cyber attacks; 
because as the chart above shows, most entities were subject to such attacks, from road signs to big 
industries and well-known people. Dr. Nadav Morag, University Dean of the College of Security Studies 
at the Colorado Technical University, discusses the issue of cyber warfare by stating the risks and 
vulnerabilities of protecting computer systems. The systems are vulnerable to six types of risks:  

1) Information Technology (software, hardware, people), 

2) The interconnection with outside parties and providers (banks, other companies, etc.), 

3) Outside suppliers (cloud providers, subcontractors, etc.), 

4) Disruptions in IT equipment and logistics, 

5) Disruptive new technologies (Internet of Things (IOT)), 

6) Threats to infrastructure (power supply, water supply, etc.). 

There are many examples of other forms of threats to entities that include physical attacks against servers 
and internet exchanges, creation of false augmented reality for fraud, hijacking unmanned vehicles 
drones, and avatar hijacking. A very important fact that makes itself evident constantly is that employees 

15  Passeri, Paolo. "Distribution of Targets." HACKMAGEDDON. N.p., n.d. Web. 22 Aug. 2017. 
<http://www.hackmageddon.com/2017/07/13/may-2017-cyber-attacks-statistics/>. 
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or people from inside the entity being attacked through the cyberspace are internal threats and actually 
cause many of the attacks to be carried on by getting something they want in exchange.  16

III. Key Vocabulary 

Cyber espionage: the strategy of breaking into computer systems and networks in order to 
extract sensitive governmental or corporate information.   17

Hacktivism: a social or political activist plan that is carried out by breaking into and wreaking 
havoc on a secure computer system,   18

Malware: the name given to any software that could harm a computer system, interfere with a 
user’s data, or make the computer perform actions without the owner’s knowledge or 
permission.  19

 

IV. Important Events & Chronology 

Date (Day/Month/Year) Event 

January 7th, 2002 
A resolution was adopted by the General Assembly discussing the 
issue of information security, and in which Russia proposed the idea of 
GGE  20

August 16th, 2007 
Shanghai Cooperation Organization (SOC)’s Seventh Council Meeting 
of Heads of State (China, Russia, Kazakhstan, the Kyrgyz Republic, 
Tajikistan and Uzbekistan) held in Kyrgyz  21

January 9th, 2009 
A resolution was adopted by the General Assembly discussing 
Developments in the field of information and telecommunications in 
the context of international security   22

June 8th, 2010 Council of Europe Convention on Cybercrime (CEC) was signed by 46 
and ratified by 30  23

 

16 Morag, Nadav. "Cybercrime White Paper." CYBERCRIME, CYBERESPIONAGE, AND CYBERSABOTAGE: UNDERSTANDING EMERGING 
THREATS. Colorado Technical University, Oct. 2014. Web. 22 Aug. 2017. 
<http://www.coloradotech.edu/~/media/CTU/Files/ThoughtLeadership/cybercrime-white-paper.ashx>. 
 
17  Morag, Nadav. "Cybercrime White Paper." CYBERCRIME, CYBERESPIONAGE, AND CYBERSABOTAGE: UNDERSTANDING 
EMERGING THREATS. Colorado Technical University, Oct. 2014. Web. 22 Aug. 2017.  
18  Ibid.  
19 Copley, Steve. "Malware and Viruses | IGCSE ICT." IGCSE ICT - Malware and Viruses | IGCSE ICT. IGCSE, n.d. Web. 22 Aug. 2017. 
<https://www.igcseict.info/theory/6/malw/index.html>. 
 
20 "UN." CCDCOE. NATO, 01 Sept. 2015. Web. 22 Aug. 2017. <https://ccdcoe.org/un.html>. 
21 Sofaer, Abraham D., David Clark, and Whitfield Diffie. "Cyber Security and International Agreements." Brown CS. National Academy of 
Sciences, n.d. Web. 22 Aug. 2017. <http://cs.brown.edu/courses/cs180/sources/lec17/Sofaer.pdf>. 
22 "UN." CCDCOE. NATO, 01 Sept. 2015. Web. 22 Aug. 2017. <https://ccdcoe.org/un.html>. 
 
23 Sofaer, Abraham D., David Clark, and Whitfield Diffie. "Cyber Security and International Agreements." Brown CS. National Academy of 
Sciences, n.d. Web. 22 Aug. 2017. <http://cs.brown.edu/courses/cs180/sources/lec17/Sofaer.pdf>. 
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V. Past Resolutions and Treaties 

Cyber attacks with large kinetic effects that are the same as physical forces are considered by 
some to be “armed attacks” just like the physical ones referred to in the UN Charter, and some nations, 
like the US, have suggested the same rules should apply. 

The Council of Europe Convention on Cybercrime (CEC) is “a law-enforcement treaty 
designed to develop a common criminal-law policy aimed at defining, punishing, and thereby deterring 
cyber-related crimes.” The convention requires member states to adopt laws that make certain actions 
illegal:  
1) Illegal interception, 
2) Illegal access, 
3) Data interference, 
4) System interference, 
5) Misuse of devices. 
The problem with the treaty that the laws it enforces require a time framework that’s too long to 
compensate the victims.  24

 
Shanghai Cooperation Organization (SOC)’s Action Plan of 2007.  
The principles of the agreement are almost the same as those of the CEC, but they stress the national 
intent of the members to ensure national control over the cyber content. It has been signed by 6 members, 
and is open to approval by other states.  25

 
A/RES/56/19 
GA resolution that was adopted based on a resolution of GA1 (A/56/533) discussing the issue of 
information security and promotes a discussion of the idea. Russia requested the establishment of a group 
of governmental experts (GGE) that formulate a study considering the threats regarding information 
security. 
 
A/RES/63/37 
GA resolution that was adopted based on a resolution of GA1 (A/63/385) discussing the formation of a 
second GGE, and requesting members to inform the Secretary General of what they think of the possible 
measures and the content of the concepts in the resolution. 
 

VI. Failed Solution Attempts 

In 2004, United Nations negotiations began, aimed at developing an international legal 
framework that would govern cybersecurity in the world. These discussions included experts from all UN 
Security Council members and twenty five countries in total. Mike Schmitt, professor of international law 
at Exeter University claims that “there are a number of states that like legal ambiguity because it gives 
them flexibility. [They] can operate without risking any collective [punishment] for being a lawbreaker … 

24 Ibid. 
25 Ibid. 
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It may not be in their national interest to clarify the law. There are no more sessions planned for the 
[Group of Governmental Experts] but there are discussions about what to do next.”  26

In August of 2017, these thirteen year-old negotiations suddenly collapsed. This was due to a 
dispute that left Russia, China and Cuba set against the western countries. This dispute has occurred in the 
midst of serious cyber-attacks such as the hacking of the US Democratic National Committee’s system in 
2016, an attack that was allegedly arranged by Russian intelligence in hopes of assisting then-Presidential 
candidate Donald Trump in the elections.   27

 
 

VII. Possible Solutions 

It has been witnessed that a lot of the cyber security problems were because of internal threats, 
and so elicitation (technique for extracting information that can be effectively used by people who pose a 
cyber threat) can be carried by those in charge to catch spies. 

Corporations should have regular training on security protocols, and create a perception of strict 
security inside their entity. 

Using effective Cyber Red Teams (who understand reality from an adversary’s perspective) to 
breach computer systems to identify the risks and help in finding strategies to fill the gaps and make the 
systems safer.   

VIII. Useful Links 

Morag, Nadav. "Cybercrime White Paper." Cybercrime, Cyberespionage, and Cybersabotage: 
Understanding Emerging Threats. Colorado Tech, Oct. 2014. Web. 22 Aug. 2017. 
<http://www.coloradotech.edu/~/media/CTU/Files/ThoughtLeadership/cybercrime-white-paper.ashx>. 

PDF that contains a report written by Dr. Nadav Morag on the attacks due to different 
motivations, the risks of protecting a computer system, and ways to face the risks. 
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